Electronic Frontier Foundation
Protecting Rights and Promoting Freedom on the Electronic Frontier

March 31, 2011

Hon. Charles E. Grassley
135 Hart Senate Office Building
Washington, DC 20510

Re: Potential FBI Abuses of Expiring PATRIOT Act Authorities

Dear Sen. Grassley:

During yesterday’s Judiciary Committee hearing on oversight of the Federal Bureau
of Investigation, you asked FBI Director Mueller whether any of the three expiring
provisions of the PATRIOT Act have been the subject of any findings of abuse. Mr.
Mueller responded that he is not aware of any such findings.

I am writing to share with you documents that the Electronic Frontier Foundation has
obtained as a result of pending Freedom of Information Act litigation; documents that
seem to contradict Mr. Mueller’s response to your question. Our FOIA request sought
information from the Bureau concerning the expiring PATRIOT Act provisions, and
specifically covered:

[A]ll records discussing or reflecting any instances in which the use
of the authorities granted in the three provisions were deemed to be
possibly unlawful or contrary to Executive order or Presidential
directive, including but not limited to matters that were considered
for referral to the Intelligence Oversight Board [“IOB”].

In response, the Bureau released several internal documents relating to potential reports
to the IOB. Although these documents are heavily redacted, and it is thus difficult to
ascertain the substance of these potential “IOB matters,” the FBI deemed them to be
responsive to our FOIA request for information concerning the expiring PATRIOT Act
provisions. Further, some of the redacted records indicate that they relate to “roving
authority” and “over collection of FISA derived information.” It thus seems clear that
these documents are relevant to the question you raised with Mr. Mueller and, indeed,
they suggest that there have been instances in which potential abuses of the expiring
provisions were flagged within the Bureau.

Given the FBI’s unwillingness to make public the attached documents in anything other
than heavily-redacted form, and because these records appear to raise questions
concerning the accuracy of Mr. Mueller’s response to your query, | urge you to pursue
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this issue with the Bureau and ascertain whether there have, in fact, been instances in
which the expiring PATRIOT Act provisions have been abused or improperly applied.
Please feel free to have your staff contact me at 202-797-9009 if EFF can provide

additional information or otherwise be of assistance.

Sincerely

Bz 2l

David L. Sobel
Senior Counsel

cc: Hon. Patrick J. Leahy
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Status: Opinion dated 02/09/2006, 278-HQ-C1229736-VIO serial 1168, reported 1o the 10B, e
Status: Opinion dated 09/21/2007, 278-HQ-C1229736-VIO serial 4735, not reported to the IOB.
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This communication contains privileged and confidential attorney work product/attorney client information.
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Valerie asked if we were aware of an instance where we used roving FISA authority and erroneo.usly “roved” onto a
facility that was NOT being used by our target.

[:Iandlzlhad looked into this issue in April 2009. As you can see by the email chain below, there were NO reports
where we erroneously "roved" onto a facility that was not the target.

[_:] is checking now to determine whether we had any reports from April 2009 to present. BE -1

: Patriot Act-758
- S}‘k@ﬁET -



Case 1:10-cv-00755-RLW Docurmentdzrdi ciifetii03/04/11vsRage -24-0f150
HEREIM IS UNCLASSIFIED EXCEPT

(Rev. 05-01-2008)

{m
{u

-

()

VHERE SHOWN OTHERWISE

SERRET//NORORN

FEDERAL BUREAU OF INVESTIGATION

~ Precedence:

ROUTINE

Date:

04/22/2009

CLASSIFIED BY 65179 DMH/STP /KM
REASON: 1.4 (c)
DECLASSIFY, ON: 07-13-2035

%%@T//NOFORN

Patriot Act-761

b6 -1
b7C -1
To: . General Counsel Attn:  AGC |
NSLB, Rooml | A
From: ] 7
' CcDC1 ‘
Contact: [ b2 -1
] b6 -1
Approved By: b7C 1
Drafted By: Ii | b2 -2
_ b7A
Case 'ID #:jﬁj 278-H0-C1229736-VIO {(Pending) b7E -1
DR > | | (Pending)
Title: D& REPORTING OF POTENTIAL IOB VIOLATION;
. OVER COLLECTION OF FISA DERIVED INFORMATION
Synopsis: To report a potential Intelligence Oversight Board
(PIOB) matter relative to the over collection of FISA derived
information.
Derive m 1
Declassi n 4/22/2034
Reference: (3¢ 278-HQ-C1229736-VIO Serial 5693 and serial 3726.
. . b2 -2
Details: TS#4F) This EC advises OGC/NSLB of a PIOB violation = ®78 -1
.involving the over collection of FISArdgxiTed information bl
pursuant to an FBT Division Resident Agency (RA) Be -3
b7C -3
i} _ :b2 -2
/' Thel | RA case agent assigned to this\ fnvestigation P7E -1
is SA | | and the SSA is b6 -1
b7C -1
bl
b6 -3
b7C -3



Case 1:10-cv-00755-RLW Document 14-9 Filed 03/04/11 Page 25 of 50

SE@&//NOFORN
b2 -2

To General Counsel From I:l _ b7E -1
inmw gn: 278-HQ-C1229736-VIO, 04/22/2009

I:S:l-._l

bl

b2 -2
b6 -3,4
b7C -3,4
b7D -1
b7E -1

(s).

bl

I o — o
':S:I R | };gc— 3,344

b7E -1 .

S—

Patriot Act-762



Case 1:10-cv-00755-RLW Document 14-9  Filed 03/04/11 Page 26 of 50

SEDREL/NOFORN - |
' b2 -2

To: General Counsel From: | | b7E -1
(0) - Rer--TK{  278-HQ-C1229736-VIO, 04/22/2009
(81
bl
b2 -2
b6 -3

>< b7E -1

sgzﬁgy//NOFORN
3

Patriot Act-763



(PIOB) matter relative to the over collection of FISA-related

(U

Case 1:10-cv-00755-RLW Document 14-9 Filed 03/04/11 Page 27 of 50

S%A/NOFORN
| I b2 -2

To: eperal Counsel From: b7E -1
Re:%Bg 278—HQ—C1229736—V10, 04/22/2009

LEAD(s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

““)&6 To report a potential Intelligence Oversight Board

information.

*

SE /NOFORN
. :

Patriot Act-764



